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Abstract

Amidst the rising concerns over communication surveillance and data breaches, in the present digital
communication sphere, this study is motivated to analyse the role of blockchain in establishing privacy-
enhanced communication. This study systematically synthesises the literature available at reputable
databases, published between 2018-2023, from a qualitative perspective. The PRISMA framework was
used for an effective data extraction process. Meticulous inclusion and exclusion criteria were set to ensure
studies with empirical relevance. This study focuses on three critical dimensions: (a) communication data
encryption facilitated by blockchain; (b) access and permissions control over digital communication
leveraged by blockchain; & (c) blockchain efficiency in anonymising communication participants. The
findings revealed that the asymmetric encryption methods dominate over symmetric methods to facilitate
more privacy-enhanced communication through blockchain. Decentralisation of the communication
system, facilitated by Blockchain, provides users with more control through empowering the participants
to determine access rights to communication data. In the domain of ‘anonymity’, the blockchain inherently
makes room for pseudonymous participation, but it is not absolute in nature. As the communication
horizon evolves, the integration of blockchain technology in the digital communication system may offer
more user-centric, transparent, and privacy-enhanced communication. Nonetheless, the blockchain
technology is evolving every second, and the majority of the studies are simulation-based. Thus, this study
limits the ability to generalise findings on a large scale — i.e., real-world implications.

Keywords: Blockchain Communication, Privacy, Encryption, Access Control, Anonymity.

1. Introduction

Data breaches are a major threat to online communication privacy (Talesh, 2018). When a data breach
occurs, hackers can gain access to sensitive personal information, such as names, addresses, phone
numbers, email addresses, and passwords. This information can then be used to commit identity theft,
fraud, and other crimes (Talesh, 2018). On the other hand, governments around the world are increasingly
surveilling their citizens' online communications. This surveillance can include monitoring internet traffic,
reading emails, and tracking social media activity. Government surveillance can be used to suppress
dissent and monitor political activity (Yang & Xu, 2018). Parallelly, Corporations also collect a vast
amount of data about their customers' online activities. This data is often used to target advertising, but it
can also be used to track people's movements, monitor their social circles, and even predict their behaviour
(Pence, 2014). In addition to these general threats, there are also several specific privacy threats associated

CCBY-NC-ND 4.0 298 O©COMMUNICATION

ISSN(Online): 3108-0081


mailto:bardhananiket13@gmail.com

Bardhan, A. & Banerjee, S. (2026). Privacy in Blockchain Communication: A Meta-Analytic Review. Communication, 3(1),
298-312

with different online communication platforms. For example, social media platforms are known for
collecting a large amount of data about their users, which can then be used for targeted advertising or even
sold to third-party companies. Messaging platforms can also be vulnerable to eavesdropping and
surveillance (Khan & Salah, 2018).

2. Background Knowledge

2.1 Communication
Communication is the exchange of information, thoughts, and ideas between individuals or groups of
individuals. It is two-way communication, i.e., the recipient and the sender of the message.

Communication takes many forms, such as speech, nonverbal communication, and written communication
(McQualil, 1987).

Fundamentals of communication

When it comes to communication, there are two main types of people involved: the sender, and the
receiver. The sender is the one who starts the conversation, the receiver is the one who gets the message,
and the recipient is the one who responds (McQuail, 1987). Messages are the information, opinions, or
ideas that are sent and received, while channels are the mediums used to send and receive messages. For
example, people can talk to each other in person, over the phone, through email, or on social media.
Feedback can come in the form of a written, verbal, or nonverbal response (McQuail, 1987). Context is
the environment in which communication takes place, and includes things like the sender's relationship
with the receiver, the culture of the people involved, and what the communication is about (McQualil,
1987).

2.2 Privacy

Privacy is the right to be free from unwanted intrusion or observation. It is a fundamental human right that
is essential for the protection of individual autonomy, dignity, and freedom (Messetti & Dallari, 2018).
Privacy allows us to develop our thoughts and beliefs, and to make our own choices about our lives. The
right to privacy is recognized in international law. The Universal Declaration of Human Rights (1948)
states that "no one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor unlawful attacks upon his honour and reputation. E-Privacy is a right, not a privilege
(Puaschunder, 2018). We all have the right to privacy, regardless of our race, gender, nationality, or socio-
economic status.

According to Gutierrez et al. (2019), privacy is not absolute. There are times when our privacy may be
limited to protect other important interests, such as public safety or national security. However, any
limitations on our privacy must be justified and proportionate. Everyone has the right to control their
personal information. Control over who collects, uses, and stores our data.

Fundamentals of Privacy

Confidentiality means when anyone’s data is kept private and not shared with third parties without your
permission. Privacy calls for personal information to be secure from unauthorized access, usage,
disclosure, alteration, or destruction (Perwej, 2021). Any individual has a right to know what information
is collected about you; how it is used; and who is sharing it with you; i.e. transparency (Akremi &
Rouached, 2021). One may not use their identity in a communication process. Ensuring that identity is
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not known to others; then the identity is said to be masked behind a pseudonym, like a username or an
avatar i.e. anonymity (Garg et al., 2020). These fundamental principles are important for preserving
privacy and catering to the ability to control personal information.

2.3 Blockchain Technology

Blockchain technology is a decentralised database that is shared among computer network nodes (Sarmabh,
2018). A blockchain, like a database, stores information electronically in a digital format. According to
Min (2019), a peer-to-peer (P2P) computer network typically manages blockchains, for use as a publicly
distributed ledger, with nodes collectively adhering to a consensus algorithm protocol to add and validate
new transaction blocks. Once recorded, data in any given block cannot be changed retroactively without
affecting all subsequent blocks and requiring network consensus (Wang et al., 2019). As a result,
blockchains can be used to record events and track the ownership of assets. Blockchains are best known
for their critical role in cryptocurrency systems like Bitcoin, where they keep a secure and decentralised
record of transactions. The blockchain's innovation is that it ensures the fidelity and security of a data
record and generates trust without the need for a trusted third party (Sarmah, 2018).

In recent years, there has been growing interest in the use of blockchain technology for enhancing
communication privacy. Several researchers have proposed blockchain-based architectures that aim to
maintain data privacy by leveraging the features of immutability and anonymity. For instance, Hossein et
al. (2019), proposed a blockchain-based architecture for e-health applications, where users' data privacy
is protected through features such as immutability and anonymity. Furthermore, the integration of
blockchain technology with data-based strategies has been studied as a potential approach to reinforce
data privacy.

These efforts have resulted in the development of protocols, communication schemes, and incentive
methods that offer efficient and resilient solutions to data privacy challenges across communication and
data processing. These advancements in blockchain technology have enabled the secure and private
transmission of sensitive information even in multimedia data format (Khan et al., 2022). The integration
of blockchain technology with communication privacy strategies has the potential to enhance data privacy
in various applications, including healthcare platforms (Alqudaihi et al., 2021). Blockchain technology
provides a distributed computing method that allows for secure and decentralized communication without
the need for a central authority (Charpentier et al., 2019).

Fundamentals of Blockchain Technology

Blockchains are decentralised, which means that they are not controlled by a single entity (Sarmah, 2018).
All blockchain transactions are transparent and publicly visible. Immutability entails the fact that once a
transaction is recorded on a blockchain, it cannot be changed or deleted. Cryptography and consensus
algorithms are used in blockchains (Wang et al., 2019). By providing a single, shared source of truth,
blockchains can help to improve data accuracy. Blockchains are easily traceable, they are ideal for a
secure online communication process (Min, 2019). Blockchains can aid in the automation and
streamlining of communication processes, making them more efficient and cost-effective.

3. Research Methodology
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To conduct this study, a qualitative approach of research methodology is used. Two research tools are used
to provide holistic knowledge —a) Systematic Literature Review (SLR) and b) Meta-Analysis. An in-depth
review of SLR has fostered iteration in the planning, execution, and reporting phases of the review. The
following sections explain the systematic literature review approach and an overview of blockchain
technology and communication privacy.

3.1Systematic Literature Review

A systematic literature review is a comprehensive review of the literature on the fundamental concepts
related to this paper. The purpose of a systematic literature review is to identify and evaluate all relevant
literature available to understand the concepts of a) communication, b) privacy and c) blockchain
technology. This catered to provide a comprehensive and current summary of the available literature
(Petticrew & Roberts, 2008).

A systematic literature review (SLR) is a secondary research approach that follows a pre-defined
methodology to identify, analyze, and review published literature related to a particular subject, issue, or
phenomenon (Kitchenham & Charters, 2007)

The systematic literature review is also used to identify gaps related to the concept of the concepts of the
study and the areas where future research needs to be conducted (Petticrew & Roberts, 2008). After
reviewing all the relevant literature on a particular topic, the need for this study is ascertained.

In addition to the reasons mentioned above, there are specific reasons for using systematic literature
reviews in this paper. The systematic literature review hopes to justify the need for this research study and
provide a theoretical basis for this study. The research questions and the identification of the appropriate
methodological approach for this research are also ascertained after a systematic literature review. Without
a systematic literature review, a research study cannot stand (Petticrew & Roberts, 2008).

3.2Meta-Analysis

Meta-analysis is a method that combines the results of multiple studies to produce more precise and
reliable knowledge about a specific study. It is often used in medical research to synthesize the results of
clinical trials, but it can also be used in other fields such as psychology, education, and social science
(Card, 2015).

Meta-analysis is a systematic approach that follows a set of predefined steps: 1. Identify and select relevant
studies 2. Search for studies that meet specific criteria (e.g., similar design, outcome measure) 3. Coding
the data 4. Extracting the relevant data from each study 5. Combining the results and 6. Analyzing the
results for qualitative social science studies (Schmid, Stijnen & White, 2020).

The field of blockchain-facilitated communication and privacy issues is still in its early stages and there
are only a few studies available. As a result, meta-research is necessary to synthesize existing literature
and to identify trends and patterns in the field. Meta-research can also be used to identify gaps in existing
literature and areas of research to be conducted in the future. As blockchain technology continues to
develop, it is expected that it will have a significant impact on the way data is stored and shared in the
future. However, there are privacy issues that need to be addressed before blockchain adoption becomes
widespread.
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3.3Research Question
After the screening of the existing literature, this article tends to throw light on the most relevant issues
related to privacy in blockchain-facilitated communication. The questions are mapped in the table below:

ID | Question Description

RQ | How is blockchain more efficient in | This question tries to find out the process

1 encrypting communication data? of encryption of communication messages
in blockchain technology.

RQ | How can blockchain manage | Access to the communication process and

2 communications access and permissions? | control of the participants over their
communication process over

communication  through  blockchain
technology is likely to be answered
through this question. This will help to
ascertain the degree of decentralisation of
the communication process.

RQ |How can  blockchain  anonymise | Participants' degree of anonymity in the
3 communications participants? communication process facilitated by
blockchain technology. This will help in
analysing the secrecy related to participant
identity.

Table 1: Research Question Table

Based on the findings, this study tried to interpret the literature and determine if it is relevant, feasible,
interesting, new, ethical and pertinent. During the literature review, this study verified that the questions
posed were sufficient to support their relevance and that the analytical methods used were appropriate.

3.4S8election of Primary Study

To emphasize the importance of fundamental research, certain keywords were categorised into a journal
or a search engine search function. The keywords were chosen to make it easier to find study results that
would help answer the fundamental research questions. In addition, only the operators "AND" and "OR"
were used to restrict this research.

Seria | Query Strings

1 No

1 (“blockchain” OR “block-chain” OR “distributed ledger””) AND “privacy”

2 (“blockchain” OR “block-chain” OR “distributed ledger”) AND (“privacy” AND
“access” AND “control” AND “communication”

3 (“blockchain” OR “block-chain” OR “distributed ledger”) AND (“privacy’”) AND
(“encryption” OR “decryption”) AND (“communication”) AND “right to privacy”

Table 2: Query Strings Table
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We used various search terms in this research to get the data. As a result, we didn’t miss any important
articles because some writers used different word variants to distinguish their work. This research aims to
collect and filter all necessary data for data collection. The platforms used in this research were:

a) HINDAWI,

b) IEEE Xplore Digital Library;

¢) SpringerLink;

d) ScienceDirect;

e) MDPL

The search platforms were based on the title, keywords or abstract. The search platforms or databases
relied on the search platforms. From August 1, 2023, to August 31, 2023, we performed the searches and
analyzed all the research published up to that date. The searches yielded filtered results based on the
inclusion/exclusion criteria as described in section 3.5. The criteria allowed us to generate a set of findings
which we could then put through the snowballing process (Wohlin, 2014). Snowballing iterations took
place until there were no longer any articles that met the inclusion criteria.

3.5Inclusion & Exclusion
To filter the database search results, we have created a set of inclusion and exclusion criteria (IC) in Table
4 and a comprehensive list in Table 3. The studies that can be included in this Standard Library Report
(SLR) include: Case studies Utilizing cutting-edge technology based on Blockchain technology,
discussions on the evolution of existing security processes through Blockchain were integrated from peer-
reviewed articles. Publishing was in the English language. As Google Scholar may generate lower-quality
reports, any results that appear in Google Scholar were cross-verified to meet these standards. This SLR
has the latest findings from the research

ID | Inclusion Criteria (IC)

IC | This survey requires complete studies with a minimum of five pages. The study must be
1 peer-reviewed and published in a conference proceedings or journal.

IC | The included studies must have been published within the past 5 years.

2
IC | Research answers a research question or suggests an appropriate solution to privacy in
3 blockchain technology.

IC | The study must include empirical data from applications of Blockchain technology in
4 addressing issues related to privacy on the web.

Table 3: Inclusion Criteria for this study

ID | Exclusion Criteria (EC)

EC | Non-English-Language Studies
1
EC | Studies that were published before (01.08.2018) and after (31.08.2023)
2
EC | Studies that are not relevant to the subject matter of the study because they do not relate
3 to the research questions.
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EC | Studies that duplicated.
4

Table 4: Exclusion Criteria for this study

3.6Data Extraction

The search string for the databases resulted in 40 papers. This research was conducted by PRISMA

(preferred reporting items for systematic reviews and meta-analyses). These papers went through a

filtering process that was divided into four stages:

a) The initial investigation, during which the majority of the relevant texts were gathered.

b) Duplication removal, where the duplicate papers are removed.

c) The final selection was based on the title and abstract, and the inclusion and exclusion criteria were
applied to the results.

After a thorough reading, all chosen papers were subjected to inclusion and exclusion criteria.

Field Description

Authors List of authors

Year Year of publication

Title Title of the journal and the article

Source HINDAWTI; IEEE Xplore Digital Library; SpringerLink; ScienceDirect;
MDPI

Type Journals and Conference Proceedings

Research Question | How blockchain is more efficient in encrypting communication data?
1
Research Question | How blockchain can manage communications access and permissions?
2
Research Question | How blockchain can anonymize communications participants?
3
Table 5: Data Extraction

3.7Data Analysis

Following the selection methodology, a framework was defined for data collection and analysis. After
implementation, data was collected and analyzed from 40 articles. The form and content of the dataset are
shown in Table 5.

3.8Quality Assessment Criteria
The studies included in this paper were chosen based on five quality assessment (QAC) criteria listed in
Table 6. The QACs are used to improve and analyze the data collected. The presented paper met the criteria
to validate the data collected for this study.

ID Quality Assessment Criteria (QAC)

QAC | Does the research contribute to the field of Blockchain-based communication and
1 privacy issues?

QAC | Are the research methods and tools outlined in those papers being applied in practice
2 today?
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QAC | Is the scope of the study sufficiently elucidated?

3

QAC | Is the scope and objectives of the study clear enough?

4

QAC | Is the research accompanied by presentations of related papers?
5

Table 6: Quality Assessment Criteria

3.9Compilation of Results

There are several issues with the validity of the research. First, not all of the relevant sources were found.
The search was conducted across multiple databases using the most generic search query possible to
counter this. Therefore, a significant amount of research was required. Secondly, the search was conducted
to avoid discrimination and to ensure internal validity. Thirdly, the use of well-known databases and the
total exclusion of grey literature ensures that the external validity of the study is maintained. Fourthly, as
mentioned earlier, the full search query was conducted to collect the most pertinent information from the
database search engines. When conducting a systematic mapping study there are many threats to consider.
It is impossible to search for all relevant research and information in one place. Therefore, this study
defined several search parameters and examined multiple databases to eliminate this threat. By using
multiple criteria and logical operators it is possible to expand the coverage. In this study, all relevant
documents were found using different keyword combinations. The missing paper review on this subject
has too little effect on these conclusions. This research encircles the articles according to the designation
criteria.

4. Communication, Privacy and Blockchain — Findings

While blockchain is still a work in progress, it has the power to transform communication. By tackling
security, privacy and censorship issues, blockchain can create a more transparent and fair communication
environment. Blockchain could be used to create decentralized identity systems in a communication
process that would give participants of the communication process greater control over their own
identities. These identity systems could be used to authenticate users across different platforms and
services, without the need to rely on third-party intermediaries. Elaborative and in-depth findings are
categorised according to the notions of the research question below:

4.1Encryption of Communication Messages in BlockChain and Privacy {RQ1}
Encryption of communications in blockchain is one of the most important ways to protect users' privacy
and security. Blockchain is a type of distributed ledger technology that enables secure, open, and auditable
transactions. This type of technology is perfect for storing and controlling encrypted communications.
There are two primary types of encryption used to encrypt messages in blockchain: symmetric encryption
and asymmetric encryption. Symmetric encryption uses the same public key for encrypting and decrypting
messages, which is relatively fast and efficient. However, it also means that in the event of a key
compromise, all encrypted messages will be decrypted. Asymmetric encryption, on the other hand, uses
two different keys: the public key to encrypt messages and the private key to decrypt them, which makes
it much harder to compromise encrypted messages, even with the public key being known. The majority
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of communication systems based on blockchain use asymmetric encryption for their encryption. To
illustrate how asymmetric encryption works, consider the following example: Sender generates a public /
private key pair Public key is published to the blockchain Sender encrypts the message Sender sends it to
the recipient Receives the message using the recipient’s private key. Once the recipient decrypts the
message, only the recipient can read the message. This is because the recipient holds the private key that
decrypts the message.

4.2Access and Control of Communication Process and Privacy {RQ2}

There are several ways in which blockchain technology can improve access to, and control over,
communication and privacy.

Access- blockchain has the potential to create decentralized communications networks that are open to
everyone. This is due to the fact that blockchain is not centralized, which can be especially useful for
people who live in countries with oppressive governments or who have limited access to the internet. For
instance, a blockchain social network could enable people to communicate without worrying about
censorship, or a blockchain messaging app could enable people to send or receive messages without
relying on centralized servers.

Control - Blockchain also gives users more control over their communications. For instance, users can use
blockchain to establish their own digital identity and control who can access their data. For instance, a
blockchain identity system could enable users to verify their identity across multiple platforms and
services, eliminating the need for third-party middlemen. Another example is a blockchain data
marketplace, where users can buy and sell data based on their usage.

4.3The degree of anonymity in Blockchain facilitated the communication process and
privacy {RQ3}

Depending on the blockchain platform and the communication protocol, the level of anonymity can vary.
However, generally speaking, blockchain provides users with a high level of anonymity. This is because
blockchain transactions are usually recorded using a pseudonymous address, so users do not have to
disclose their real identities. The high level of anonymity can also be due to the fact that communication
protocols are designed to protect users' privacy. For instance, some blockchain based messaging apps use
encryption to prevent third parties from intercepting messages.Blockchain allows users to communicate
anonymously, which can be beneficial for those living in countries with oppressive governments or those
involved in sensitive information. On the other hand, blockchain isn’t completely anonymous. For
example, if a user’s pseudonymous address is connected to their real identity, it is possible for them to
become de-anonymous. However, this can happen if the user makes an error, such as disclosing their real
identity through a public transaction, or if the user is targeted by a malicious actor. Still, the level of
anonymity offered by blockchain can provide users with a number of advantages. As blockchain continues
to evolve, we can look forward to even more exciting and transformative uses for anonymous
communication.

5. Analysis and Discussion

Blockchain also helps protect users’ privacy. This is due to the fact that blockchain is a “tamper-proof”
ledger. In other words, once data is on the blockchain, it can’t be changed or removed without consensus
on the network. For instance, a messaging app built on blockchain would use encryption to keep users’
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messages safe. Another example is a data marketplace built on blockchain that uses smart contracts to
make sure that users’ data is only sent to authorized third parties. All in all, blockchain technology can
help improve access to and control over the communication process, as well as privacy. By empowering
users to control their data and communications, blockchain can create an open and more equitable
communication environment.

Blockchain-based communications systems offer several key advantages over traditional communications
systems, such as - a) Enhanced security: blockchain communications are encrypted with cryptography,
making it much harder for malicious actors to intercept or decrypt communications. b) Enhanced privacy:
blockchain communications systems provide users with greater privacy options, such as the ability to keep
an anonymous identity and only share a public key with trusted people. c) Decreased censorship risk:
blockchain communications systems are decentralized, meaning there is no centralized point of failure to
censor or shut down communications.

All in all, blockchain communication systems offer increased security, increased privacy, and decreased
censorship risk compared to traditional communication systems. With the development of blockchain
technology, the adoption of blockchain communication systems is expected to increase.

Blockchain is revolutionizing the way we communicate and give us more control over our data. We can
use it to create secure messaging apps that use blockchain to encrypt and verify messages, as well as data
marketplaces that let us buy and sell our data securely and transparently. All of this is just the tip of the
iceberg of what blockchain can do for us. As it continues to evolve, we can look forward to even more
amazing use cases.

One of the most important benefits of blockchain is that it can support freedom of expression. This means
that users can communicate without worrying about censorship since blockchain-based communications
protocols are usually censorship-resistant.

6. Conclusion

Blockchain technology promises to revolutionise communication by tackling issues such as security,
privacy and censorship. It can help create encrypted and decrypted communication systems that are more
secure and decentralised. It can also provide users with more control over their data and communications.
Blockchain can help users maintain their anonymity in a communication by helping them create a
decentralized communication network that is resistant to censorship. It can also help create a new basis
for being anonymous, as blockchain is a proof-of-stake (PoS) ledger that can't be changed or deleted
without a consensus of the entire network. There is still research that needs to be done before a secure
blockchain can be created, as blockchain is still developing. n terms of scalability, blockchain networks
tend to be slow and costly to operate. This is due to the fact that all transactions must be verified by every
node on the blockchain. Privacy: Blockchain can be used to ensure user privacy, but it is important to keep
in mind that blockchain is not 100% anonymous. Users can de-anonymize if their pseudonymous address
is linked to their real identity. Addressing security, privacy and censorship issues, blockchain can help
create a more transparent and fair communication environment. As blockchain technology advances, we
can look forward to more innovative and transformative uses cases for communication privacy.
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